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@ Fleet Boston Financial 
July 17,2002 

Chief o f  Records 
0ffi.w of Foreign Assets Control 
Department of the Treasury 
1500 Pennsylvania Avenue 
N.W., Washington, D,C. 20220 
Attn: Request for Comments 

Ladies and Oentlemen: 

N0.449 P002/004 

This comment letter is submitted on behalf of FleetBoston Financial ("Fleet") in response 
to the Office of Foreign Assets Control's ("OFAC") proposed rule concerning the 
disclosure of certain civil penalty infomation (the "Proposed. Rule"), 

Fleet i s  the seventh-largest finnncid holding company in the United States. A $191 
billion diversified financid Services Compmy; it offers R camprehenvive array of 
innovative financial solutions to 20 million customers in more than 20 countries and 
tcrritariee. Among the company's key lines of business are: retail banking, with over 
1,500 branches and more than 3,700 ATMs in the Northemt; commercial banking. 
including capital insrkets and cnmmerciJ finance; investment services, including 
discount brokerage; and full-service bmnking through more than 250 offices in Latin 
America. Fleet ia headquartered in Boston and is  listed on the New York Stock Exchange 
(NYSE: FBI?) and the Boston Stock Exchange (BSE; FBF). 

Fleet nppreciates the opportunity to comment an the Proposed Rule. In order for you to 
better a.sseaa the putentin1 impact of the proposal, Fleet submits the following comments: 

T. Yemen t of OFAC'a Obis-r Public JD- 

Fleet believes the Proposed R d e  will not achieve OFAC'a etated objective to 
"incrsase awareness of i ts enforcement activities md enmurage compliance with 
its economic smction programs". Fleet agrees with and understands the deaire to 
incream awaraesa of OFAC's economic sanction program, especially amongst 
the trade, engineering, and other non-fi~amcial instituticrn industries. However, 
Fleet believes that the Proposed Rule will have a negative effect on the highly 
r e p l a t 4  and often examined financial institution, brokeddaaler and security 
industries. Financial institutiona are regularly examined by their reapectiva 
supervisory agencies for compliance with OFAC regulations and are subjected to 
disciplinary and enforcement actian deumed appropriate by their regulator fur 
compliance failures and violations in addition to any monetwy penalties imposed 
by OFAC. Therefore, financial institutions me already acutely aware ofOFAC'9 
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enforcement activitiea and have programs in place to comply with its economic 
sanction requirements, To that end, Fleet continuously strives to achieve and Yet 
industry best practices in complying with OFAC regulations. One critical 
component is Fleet’s self-monitoring processes, which it has developed and 
implemented to assist it in identifjing patantid gaps in its processes. AE a 
practice, Fleet will share this information directly with OFAC or its regulatory 
agencies. While Fleet will continue this practice, it believes the Proposed Rule 
rney deter others h m  maintaining similar complianw self assessment practices, 
knowing that their self-identified deficiencies or mom may be publicly disclosed. 

The Freedom of Information Act (“FOIA”) is an effective tool that allows third 
parties tn ascertain information about enforcornat actione taken by OFAC. For 
this reason, Fleet does not believe that FOIA needs to be supplemanted by the 
Proposed Rule, 

11. The Quarterlv Pulblicstlon of ClvU PenaltlG 

The Proposed Rule is intended to “make publio.. .civil pena1ties informstion 
on.. .not less frequently than quartcsrly,” We believe that the fiequerit publication 
of “an imposition of 4 civil rnonetRty penalty or an informal settlement” may be 
punitive to financial inatitutions. The proposal to simply publish the flnencial 
institution’s name, the sanctions progrm involved, B dsacription of the violation. 
and the amount of the penalty imposed, could lead one to draw incotrect 
conclusions regarding the adequacy of the control environment if critics1 
supporting infomation, as described below, i s  lacking. 

On its face, thc Proposed Rule does not permit the financial institution to provide 
infirmation desctibino the context in which the m o r  or exception occurred. On 
occasion, a stopped traneaction may improperly be relsssed due to human emor. 
In accordance with 13s Proposed Rule, this context will not be disclosed to the 
genural public. In addition, tho proposal wciglie more heavily on larger 
institutiona. For example, Fleet procesaes an approximately 35,000 wire transfm 
per d4y. On average, our autamated OFAC interdiction sofhware will stop 1,300 
of those, all ofwhich hen requires human intsrvention 
reeolution). Therefore m institution with large transaction volumes is unfairly 
matched with those of much smaller transmtion volumes. We are also concerned 
that publication of such information without the supporting information mey 
erode consumer confidence in the financial institution and negatively impact a 
financial inatitution’s reputation by crmting an inaccurate perceptian that it lacks 
adequate management oversight and OFAC controls, Futhermore, this 
information may be used by Specially Dosipated Nfttionals or othm unsavory 
individuale to target financial institutions who appear vulnerable due to perceived 
lax or inadequate OFAC C O n l r d 8 .  

reaearch and 

Having said that, Fleet does support a policy of disclosure, with respect to the 
Proposed Rule, in cases where entitias or finmcial institutions display gross 






